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(j) Procedures for periodic plan re-
view, exercise, and updating; 

(k) Procedures for reporting trans-
portation security incidents (TSI); 

(l) Identification of, and methods to 
communicate with, Facility Security 
Officers (FSO), Company Security Offi-
cers (CSO), Vessel Security Officers 
(VSO), public safety officers, emer-
gency response personnel, and crisis 
management organization representa-
tives within the port, including 24-hour 
contact details; 

(m) Measures to ensure the security 
of the information contained in the 
AMS Plan; 

(n) Security measures designed to en-
sure effective security of infrastruc-
ture, special events, vessels, pas-
sengers, cargo, and cargo handling 
equipment at facilities within the port 
not otherwise covered by a Vessel or 
Facility Security Plan, approved under 
part 104, 105, or 106 of this subchapter; 

(o) Procedures to be taken when a 
vessel is at a higher security level than 
the facility or port it is visiting; 

(p) Procedures for responding if a ves-
sel security alert system on board a 
vessel within or near the port has been 
activated; 

(q) Procedures for communicating 
appropriate security and threat infor-
mation to the public; 

(r) Procedures for handling reports 
from the public and maritime industry 
regarding suspicious activity; 

(s) The jurisdiction of Federal, State, 
Indian Tribal, and local government 
agencies and law enforcement entities 
over area security related matters; 

(t) Security resources available for 
incident response and their capabili-
ties; 

(u) Procedures for responding to a 
TSI; 

(v) Procedures to facilitate the recov-
ery of the Marine Transportation Sys-
tem after a TSI; and 

(w) Identification of any facility oth-
erwise subject to part 105 of this sub-
chapter that the COTP has designated 
as a public access facility within the 
area, the security measures that must 
be implemented at the various 

MARSEC Levels, and who is respon-
sible for implementing those measures. 

[USCG–2003–14733, 68 FR 39290, July 1, 2003, as 
amended at 68 FR 60482, Oct. 22, 2003; USCG– 
2006–24196, 72 FR 3579, Jan. 25, 2007] 

§ 103.510 Area Maritime Security 
(AMS) Plan review and approval. 

Each AMS Plan will be submitted to 
the cognizant District Commander for 
review and then forwarded to the Area 
Commander for approval. 

§ 103.515 Exercises. 
(a) The COTP shall coordinate with 

the Area Maritime Security (AMS) 
Committee to conduct or participate in 
an exercise at least once each calendar 
year, with no more than 18 months be-
tween exercises, to test the effective-
ness of the AMS Plan. 

(b) An exercise may consist of any of 
the following: 

(1) A tabletop exercise to validate the 
AMS Plan. No equipment or personnel 
deployment is required; 

(2) A field training exercise con-
sisting of personnel deployment and 
use of security equipment; or 

(3) A combination of § 103.515(b)(1) and 
(b)(2). 

(c) Upon review by the cognizant Dis-
trict Commander, and approval by the 
cognizant Area Commander, the re-
quirements of this section may be sat-
isfied by— 

(1) Participation of the COTP and ap-
propriate AMS Committee members or 
other appropriate port stakeholders in 
an emergency response or crisis man-
agement exercise conducted by another 
governmental agency or private sector 
entity, provided that the exercise ad-
dresses components of the AMS Plan; 

(2) An actual increase in MARSEC 
Level; or 

(3) Implementation of enhanced secu-
rity measures enumerated in the AMS 
Plan during periods of critical port op-
erations or special marine events. 

[USCG–2003–14733, 68 FR 39290, July 1, 2003, as 
amended at 68 FR 60483, Oct. 22, 2003] 

§ 103.520 Recordkeeping. 
(a) All records pertaining to the Area 

Maritime Security (AMS) Assessment 
and AMS Plan will be retained by the 
COTP for 5 years. 
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